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Overview

In this course, students will learn to plan and execute an endpoint deployment strategy using
contemporary deployment techniques and implementing update strategies. The course introduces
essential elements of modern management, co-management approaches, and Microsoft Intune
integration. It covers app deployment, management of browser-based applications, and key
security concepts such as authentication, identities, access, and compliance policies. Technologies
like Microsoft Entra ID, Azure Information Protection, and Microsoft Defender for Endpoint are
explored to protect devices and data.

Audience Profile

The Microsoft 365 Endpoint Administrator is responsible for deploying, configuring, securing,
managing, and monitoring devices and client applications in a corporate setting. Their duties
include managing identity, access, policies, updates, and apps. They work alongside the M365
Enterprise Administrator to develop and execute a device strategy that aligns with the
requirements of a modern organization. Microsoft 365 Endpoint Administrators should be well-
versed in M365 workloads and possess extensive skills and experience in deploying, configuring,
and maintaining Windows 11 and later, as well as non-Windows devices. Their role emphasizes
cloud services over on-premises management technologies.

Contents

Learning path 1: Explore Endpoint Management

e Explore the enterprise desktop
e Explore Windows editions
e Understand Azure Active Directory (Entra ID)

e Manage Azure Active Directory (Entra ID) identities

Learning Path 2: Execute device enrollment

e Manage device authentication
e Enroll devices using Microsoft Configuration Manager

e Enroll devices using Microsoft Intune

Learning Path 3: Configure profiles for users and devices

e Execute device profiles
e Oversee device profiles

¢ Maintain user profiles

Learning Path 4: Examine application management

e Execute mobile application management

e Deploy and update applications
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e Administer endpoint applications

Learning Path 5: Manage authentication and compliance

e Protectidentities in Azure Active Directory (Entra ID)
e Enable organizational access
e Implement device compliance

e Generate inventory and compliance reports

Learning Path 6: Manage endpoint security

e Deploy device data protection
e Manage Microsoft Defender for Endpoint
e Manage Microsoft Defender in Windows client

e Manage Microsoft Defender for Cloud Apps

Learning Path 7: Deploy using on-premises based tools

e Assess deployment readiness
e Deploy using the Microsoft Deployment Toolkit

e Deploy using Microsoft Configuration Manager

Learning Path 8: Deploy using cloud-based tools

e Deploy Devices using Windows Autopilot

¢ Implement dynamic deployment methods

e Plan a transition to modern endpoint management
¢ Manage Windows 365

e Manage Azure virtual desktop
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About GTech Learn

Established in 2011 in the USA, GTech Learn is one of the leading IT training organizations in North
America & South East Asia. Driven by its unique USPs, GTech Learn is spurring competition,
meeting the unmet needs of customers, assisting in skills upgrade, and supplementing talent pools
with its presence in the USA, Canada, Singapore and India. This is consistent with our vision to help
our Learners with skills upgrade for enhanced career opportunities.

As a Microsoft Learning Partner, we offer a broad range of learning solutions across the full
Microsoft technology stack that can be customized.

Since 2011, GTech Learn has been developing custom-fit learning solutions that involve creating
and delivering maximum results.

We have successfully helped all types of businesses, government entities, and individuals. For this
reason, GTech has chosen by Microsoft to deliver comprehensive learning programs around the
globe.

With flexible learning options, state-of-the-art delivery methods, numerous language preferences,
experienced instructors, and complete dedication to our students, GTech Learn has the capabilities
to help students develop their Microsoft skill sets and achieve increasingly high standards of
productivity while organizations of all sizes realize the full potential of their technology
investments.
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