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Overview

This course teaches IT Professionals how to manage their Azure Active Directory, secure identities,
administer the infrastructure and monitor your security solution.

Audience Profile

This course is for Azure Administrators. The Azure Administrator implements, manages, and
monitors identity, security in a cloud environment. The Azure Administrator will provision, size,
monitor, and adjust resources as appropriate.

Contents

Module 01: Introduction to Azure Active Directory
Lessons

e Whatis Azure Active Directory?
e Azure AD architecture

e Compare Azure AD with ADDS
e Azure AD Licensing

Module 02: User and Group Management in Azure Active Directory
Lessons

e User Management in Azure AD

e Group and Access Management in Azure AD
e License Management in Azure AD

e User Password Reset Capabilities in Azure AD

Module 03: Roles Management in Azure Active Directory
Lessons

e Overview of Azure Active Directory Roles

o Difference Between Azure AD Roles and RBAC Roles
e Role Assignment in Azure AD to Users and Groups

e Use Case of Different Azure AD Roles

Module 04: Additional Capabilities of Azure Active Directory
Lessons

e External Identities in Azure AD

e Azure AD Administrative Units

e Custom Domain and Company Branding in Azure AD

e User Settings and Azure AD Properties

e App Registration and Enterprise Applications in Azure AD

Module 05: Security Capabilities of Azure AD
Lessons
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e Managing Security Defaults in Azure AD

e Multi-Factor Authentication

e SSPR: Self Service Password Reset Management
e Temporary Access Pass in Azure AD

e Conditional Access Policies in Azure AD

e Identity Protection in Azure AD

Module 06: Governance Capabilities in Azure AD
Lessons

o Entitlement management

e Access Reviews

e Privileged Identity Management
e Terms of Use

Module 07: Azure AD Connect
Lessons

o Explore identity synchronization

e Overview of Azure AD Connect

e Plan for Azure AD Connect implementation
e Implement Azure AD Connect

e Managing Azure AD Connect

Module 08: Monitoring Capabilities of Azure Active Directory
Lessons

e Azure AD Connect Health

e Sign-in Logs

e Audit Logs

e Provisioning Logs

e Usage and Insights

e Support and Troubleshooting in Azure AD

About GTech Learn

Established in 2011 in the USA, GTech Learn is one of the leading IT training organizations in North
America & South East Asia. Driven by its unique USPs, GTech Learn is spurring competition,
meeting the unmet needs of customers, assisting in skills upgrade, and supplementing talent pools
with its presence in the USA, Canada, Singapore and India. This is consistent with our vision to help
our Learners with skills upgrade for enhanced career opportunities.

As a Microsoft Learning Partner, we offer a broad range of learning solutions across the full
Microsoft technology stack that can be customized.

Since 2011, GTech Learn has been developing custom-fit learning solutions that involve creating
and delivering maximum results.
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We have successfully helped all types of businesses, government entities, and individuals. For this
reason, GTech has chosen by Microsoft to deliver comprehensive learning programs around the

globe.

With flexible learning options, state-of-the-art delivery methods, numerous language preferences,
experienced instructors, and complete dedication to our students, GTech Learn has the capabilities
to help students develop their Microsoft skill sets and achieve increasingly high standards of
productivity while organizations of all sizes realize the full potential of their technology

investments.
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